
S C I E N C E P A S S I O N T E C H N O L O G Y

www.iaik.tugraz.at

Enhancing Side-Channel Analysis of Binary-
Field Multiplication with Bit Reliability
Peter Pessl, Stefan Mangard
IAIK, Graz University of Technology, Austria

CT-RSA 2016, San Francisco, 3rd March 2016



www.iaik.tugraz.at

Overview

New side-channel attack on Fresh Re-Keying and binary-field multiplication

Relation to Learning Parity with Noise (LPN) problem

Extensive use of bit reliabilities in order to decrease runtime

Attack a protected Fresh Re-Keying implementation

Using only 512 traces

With reasonable runtime
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Fresh Re-Keying [MSGR10, MPR+11]

Goal: SCA protection for low-cost devices

Combine an encryption function f

With a re-keying function g

Fresh session key k∗ per invocation

f is SPA secure

g is DPA secure, but not cryptographically strong
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Re-Keying Function

Polynomial multiplication modulo y16 + 1 over GF(28)

Good diffusion

Easy to protect (masking, shuffling)

Rewrite as matrix-vector product over bytes and bits

Linear equation in master-key bits r0 r15 r14 · · · r1
r1 r0 r15 · · · r2
r2 r1 r0 · · · r3

...
...

...
. . .

...
r15 r14 r13 · · · r0

 k0
k1
k2

...
k15

 =

k∗
0

k∗
1

k∗
2
...

k∗
15


Pessl, Mangard
CT-RSA 2016, San Francisco, 3rd March 20164



www.iaik.tugraz.at

SCA of Binary-Field Multiplication

Attacks of Belaı̈d et al. [BFG14, BCF+15]

Multiplication in GF(2n)

Constant secret × public random value

Noisy Hamming weight of each n-bit product

With, e.g., n = 128

Round to either 0 or 2n − 1

Linear equations in bits, but with errors
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LPN - Learning Parity with Noise

Definition: Learning Parity with Noise

ν equations bi = 〈ai ,k〉+ ei

Secret k, public random ai (bit vectors), P(ei = 1) = ε

find k

Solving algorithms

BKW-based (high ν, sub-exponential runtime) (used by Belaı̈d et al.)

Linear decoding (low ν, exponential runtime)
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Our Attack
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Chosen Target
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Protected Fresh Re-Keying implementation
(8-bit software) [MPR+11]

Multiplication: masked and shuffled

AES: shuffled
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Template Attack on the S-box

k∗

r

mi

k∗i

S · · ·

k

m

L

Product k∗ is used in AES

AES only SPA secure

Templates on S-box

Probability vector for key-bytes

Turn them into bit-wise probabilities
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Countering the Shuffling

...

00

k∗0

S · · ·
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Application: challenge-response auth.

Reader choses plaintexts

Chosen fixed plaintext: (00)||(FF)15

Templates for both cases

Reveal one position

Independent of permutation generation
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Outcome of the physical attack

Vector of probabilities for session-key bits b

pb = P(b = 1), bias τb = |pb − 0.5|
Classification: b = bpbe, εb = 0.5− τb

Each entry a LPN sample

but with additional information (εb)
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A New LPN Variant

Definition: Learning Parity with Variable Noise

ν equations bi = 〈ai ,k〉+ ei

Secret k, public random a (bit vectors)

P(ei = 1) = εi , εi sampled from meta-distribution ψ

Find k

Incorporation of εi might lead to faster algorithms.
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Our LPVN algorithm

Filtering

Discard samples with high εb

Similar to Belaı̈d et al., but bit-wise

Linear Decoding

Tweaked algorithm incorporating
probabilities
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LPN and Decoding

Decoding problem:

Given a generator matrix G and noisy word y = G′ · k + e

find e or k

Syndrome decoding:

Check matrix H and syndrome s = Hy = He

Search for e (w columns of H with sum s)
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Stern’s Algorithm

Randomly partition columns of H into sets Q, I

Transform I to identity, search for errors of particular form

Optimization: swap columns between Q and I [BLP08]

Hp = (Q|I) =


k/2: p err.︷ ︸︸ ︷

1 0 0 · · ·
k/2: p err.︷ ︸︸ ︷
· · · 0 1 0

1 1 0 · · · · · · 0 0 0
0 1 1 · · · · · · 1 1 1

...
...
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Tweaked Stern

Each entry of e / column of H corresponds to LPN sample

with attached probability

Reliability-guided swapping of columns

Keep number of errors in Q low

While still behaving randomly
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Attack Results

Simulation

8-bit with shuffling countermeasure

Noisy Hamming weights

Real device

Power measurements

Profiling
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Results - Simulation
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Results - Real Device
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Conclusions

Attack with small trace count and reasonable runtime

Without violating the constraints (AES still SPA secure)

Implications for Fresh Re-Keying

Separations of responsibilities not trivial

Protect re-keying output in all stages
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